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Threats to national security are
continually evolving

Threats to national security are also changing with the digitalisation of society and
technological progress. The critical services of contemporary society increasingly rely on
infrastructure in space. The dual use of developing technologies, export control issues and
protecting domestic R&D are emerging themes.
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2024 Vulnerability
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Cyber Resilience Brings Challenges
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Smaller organizations are struggling to ensure cyber
resilience, while larger organizations show steady progress

My organization's cyber resilience is insufficient
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71% of cyber leaders at

the Annual Meeting on
Cybersecurity 2024 believe
that small organizations have
already reached a critical
tipping point where they can

no longer adequately secure
themselves against the growing

complexity of cyber risks Source: World

Economic Forum
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Short Term Challenges

In your view, which of the following will most significantly Does your organization have a
affect cybersecurity in the next 12 months? process in place to assess the
security of Al tools before

i 2
Al/ machine learning 66% deploying them’s

N and responses)
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and OT security Ui

Cloud technologies o
(greater adoption of 1%
cloud solutions)

Quantum technologies B
([computing, encryption) 4%

Decentralized technologies
(secure multi-party
computation, blockehain)

(communication,
GPS, internet)

Other

satellite technologies I e
0

Source: World Economic Forum
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Top 5 threats in the near future (6 - 24 months)

1.

Serious vulnerabilities are
being exploited faster and
faster

In addition to installing an
update to fix the vulnerability, it
is often necessary to investigate
whether the vulnerability has
already been exploited.

2.

3.

Ransomware - A significant Security of supply and service chains are

threat to organizations
During the last year, seve
organizations in Finland h
fallen victim to ransomwa

increasingly critical

] Understanding the subcontractor chain is vital
ave to the organization's own cyber security. The
re, and | majority of organizations are more or less

their number is constantly dependent on outsourced digital services.

increasing globally.

4.

personnel.
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Organizations should be prepared
for the challenges brought by
artificial intelligence.

It would be good for organizations to
recognize the challenges brought by
artificial intelligence, and prepare for
them, for example by training their

5.

Protecting the telecommunications
infrastructure is critical

It is important to protect the telecommmunications
and information system infrastructure nationally and
internationally against both disturbances caused by
outsiders and natural failures.
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Questions?

Thank You!

anssi.karkkainen@traficom.fi
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